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USB device 



5 FIEXjD OP THE INVENTION 

The invention relates to a system comprising a 
first a^ice arranged to communicate with a second 
device. The first device can be, for example, a USB 
10 host. The second device can be, for example, a USB 
device, which communicates with the USB host via a USB 
bus using the USB protocol* 



BACKGROUND OF TIffi INVENTION 

15 

The system comprises a USB host, which is 
connected to various USB devices via a USB bus. The USB 
host communicates with the USB devices with the USB 
protocol- The USB protocol allows connecting several USB 
20 devices on the same USB bus using a system ol time- 
sharing based on addressed devices* The USB protocol is 
organized as a master/slave architecture, the USB host 
is thus responsible of the time-sharing management. 



25 The USB host may comprise various applications. 

One or several services may be needed to run an 
application ♦ An application uses one or several drivers 
to access and u«e the associated services. The drivers 
may be on the USB host, 

30 

The USB device may comprise various services, in 
particular those, which are needed by the applications 
of the USB host. A service may be offered, for example, 
at the device level (standard USB device) , or at the 
35 interface level (composite USB device) . 
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The USB device is organized into several levels 
a device level, a configuration level, an interface 
level and an endpoint level. Each level is represented 
by different USB descriptors: 

■ A — device daaesipt or describing the overall 

device. The device descriptor may Se" 
associated to one or more configuration 
descriptors . 

A eonf iguration descriptor describing the 
electrical characteristics of the USB device, 
or of a part of the USB device. The 
configuration descriptor may be associated to 
one or more interface descriptors. 
- An interface descriptor describing a 
particular service of the USB device. An 
interface may contain one or more alternate 
settings. The interface descriptor may be 
associated to zero or more endpoint 
descriptors . 

* An endpoint descriptor describing a 
communication channel used by the 
defined by the interface descriptor. 



service 
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In a plugging step, the USB device is plugged 
onto a USB port of the USB host. 

In an enumeration step, all the USB descriptors 
are then retrieved from the USB device to the host 
device. The enumeration step is triggered off with the 
modification of the voltage level on the line D + or o- 
(depending on the USB device speed) due to a pull-up 
resistor present in the usb device on one of the lines. 

In a loading step, the USB Host then uses the 
descriptors to load all the drivers of the USB device 
The number of drivers loaded depends on the number of 
different services present in the USB device For 
axample, if the USB device is at the same time a scanner 



and a printer the USB device will have to present two 
interfaces during the enumeration step. In that case, 
two drivers, one associated to the scanner interface, 
and the other one associated to the printer interface, 
will be loaded. A main driver associated to the device 
itself could also be loaded. 

SUMMARY OF THE INVENTION 

An object of the invention is to reduce the 

costs. 

According to one aspect of the invention, a 
method of configuring a system comprising a main device 
and an auxiliary device arranged to co-operate with each 
other, the main device being arranged to handle one or 
more functionalities, the auxiliary device being 
arranged to effect one or more functionalities, 
characterised in that the method comprises an adaptation 
step, in which the auxiliary device is made to hide from, 
the main device at least those of its functionalities 
that the main device cannot handle. 

The first device can be, for example, a USB 
host. The second device can be, for example, a USB 
device. The functionalities that the main device cannot 
handle will be hidden from the main device. Thus the 
invention allows a reduction of the costs. 



BRIEF DESCRIPTION OF THE DRAWINGS 

Pig. 1 illustrates a system comprising a USB host and 
USB device. 

Fig-2 illustrates the structure of the USB device; 
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Fig. 3 illustrates a method of using the system; and 



Fig. 4 illustrates a system comprising a USB host and a 
-USB-device.; 
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Fig. 5 illustrates a method of using the system; 
Fig. 6 illustrates a system according to the invention- 
Fig. 7 illustrates a method according to the invention; 
and 

Fig. 8 illustrates a method according to the invention. 
DETAILED DESCRIPTION 



As illustrated in figure 1, the invention will 
be explained in the context of a system using the USB 
20 protocol. The system comprises a USB host, which is 
connected to a USB device via a USB hus. The USB host 
communicates with the USB devices with the USB protocol. 

The communication between the USB host and the 
25 USB device can be made according four different transfer 
modes : 

- a control transfer, offering mainly a delivery 
and data integrity guarantee, 

~ an int *«W transfer, offering mainly a 
30 periodicity and data integrity guarantee, 

- a bulk transfer, offering mainly a data 
integrity guarantee, and a possibly good data rate 

bandw*^ * iSOChr ° aOUS tr *»*fer, offering mainly a 
bandwidth guarantee. 

35 reservaJl! "L^T ^ ™*™ * *«*i*h 

reservation, which is accords or not by the OSB boat 
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after an enumeration phase, depending on the bandwidth 
already reserved by other USB devices, Which are plugged 
onto the USB bus. 

5 The USB host comprises various applications (Al, 

A2>. One or several services (SI, S2> are needed to run 
an application (Al) > The application Al needs, for 
example, to use the service SI and the service S2. The 
services (Si, S2, S3, S4> are located on the USB device. 
10 To use a specific service Si, an application Al may use 
a driver Dl. The USB host also comprises a standard 
application (AO) associated with a standard driver (DO) . 
Advantageously the standard application (AO) is 
implemented on a big number of USB hosts* 

15 

The USB device comprises various services (SI,- 
S2, S3 and S4) in particular those (SI, S2, S3), which 
are needed by the applications (Al, A2) of the USB host. 
As illustrated in figure 2, a service (S) can be 
20 offered, for example, at the device level, or at the 
interface level (SI , S2 , S3 , S4 } . The USB device also 
comprises a standard service (SO) . Advantageously the 
standard service (SO) is implemented on a big number of 
USB device*, 

25 

As illustrated in figure 3, in a connecting step 
COM, the USB device is connected to a USB port of a USB 
host* 

In a first checking step CKBCKl, the USB device 
30 checks whether a negotiation flag is activated or not. 
If not: 

in a first enumerating step BNUM1, the USB 
host will enumerate the USB device, in other 
words, as illustrated in figure 2, tho USB 
35 host will retrieve from the USB device to the 

USB host only the descriptors (I) associated 
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to the standard service SO, 
- in a loading step LOAD, the standard driver 
DO is loaded into an active memory of the 
host r 

5 = in a negotiation step NEGO, the standard 

application AO negotiates the services (SI, 
S2, S3) to activate- The negotiating step 
comprises the following sub-steps: 

o a receiving step, in which the standard 
10 application AO receives from the 

standard service SO a first list of all 
the different services (SI/ S2, S3, 34) 
which are available on the USB device, 
o a comparing step, in which the standard 
15 application compares the firrtt list of 

all the different services (SI, S2, S3, 
S4 ) which are available on the USB 
device with a second list of the 
services (SI , S2, S3) needed by the 
20 applications (Al , A2) of the USB host to 

deduce the services to be activated {SI, 
S2, S3) on the USB device, 
o a service activating step, in which the 
USB device activates the services to be 
25 activated, for example, by disconnecting 

and reconnecting the USB device to the 
USB host, 

Xn an flag activating step ACTIV, the 
30 negotiation flag is activated, 

Xn an initialization step INIT, the USB 
device removes its pull-up resistor in order 
to detach itself and then re-attach itself* 



Xn a second checking step CHECK2, the USB device 
checks whether the negotiation flag is activated or not- 



sax ra§u «8 . jj x h/ to /o <u» 



4U11.UI 1 0£JM9&Ji 



* 31 ■ A-J 



10 



If yeS "" deactivating step DEACTIV, the 



in a 



negotiation flag is deactivated, 
in a second enumerating step the 
USB host enumerates the USB device. As 
illustrated in figure 2, only the 
descriptors (ID associated to the 
services (Si, S2, S3) which have been 
activated and the descriptor associated 
to the standard service (SO) will be 
retrieved, 

in a second loading step LOAD2 , the 
standard driver DO and the drivers 
associated to the services (SI, S2, S3) 
15 which have been activated arc loaded into 

the active memory of the USB host* 



The USB device is now ready for use, 



20 According to an advantage of the invention, if a 

new service has to be added on the USB device, the 
standard service (SO) does not change and therefore the 
standard application (AO) does not change. The invention 
thus allows a reduction of the cost. 

25 

As illustrated in figure 4 and 5, if the USB 
device is already plugged/ and the user starts a new 
application (A3), which requires a new service (S4) , 
which is not activated in the USB device, the standard 

30 application (AO) can negotiate the activation of tho new 
service (S4) in a new negotiating step. 

In an opening step OPEN, user opens a new 
application (A3) requiring a service (S4) , which is not 
available in the current configuration of the USB 

35 device. 

In a negotiating step NEGO, the USB host 
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activates the service (S4) . 

in a flag activating step ACTIV, the USB device 
activates the negotiation flag. 

In an initialization step INIT, the USB device 
removes— i-ts—ptillrMP_resis tor in order to detach itself 
and then re-attach. 
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In a checking step CHECK, the USB device checks 
whether the negotiation flag is activated or not. 
If yes.» 

in a deactivating step DEACTIV, the 
negotiation flag is deactivated, 
in an enumerating step BNUM, the USB host 
enumerates the USB device. As 
illustrated in figure 2, only the 
descriptors (III) associated to the 
services (SI, S2, S3, S4) which have been 
activated and the descriptor associated 
to the standard service (SO) will be 
retrieved, 

in a loading step LOAD, the standard 
driver DO and the drivers associated to 
the services (SI, S2, S3.S4) which have 
been activated are loaded into the active 
memory of the USB host. 

The device is ready for use. 



30 



35 



hereinbefore illustrates the 



The description 
following features: 

*ho invention concerns a method of configuring a 
The system comprises a main device and an 

device and the auxiliary 
co-operate with each other. The 
arranged to handle one or 
functionalities. The 



system 

auxiliary device. The main 
device are arranged to 
main device is 



auxiliary device is 



more 
arranged to 
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effect on© or more functionalities. The method is 
characterised in that the method comprises an adaptation 
step, in which the auxiliary device is made to hide from 
the main device at least those of its functionalities 
S that the main device cannot handle. 

The first device can be, for example, a USB host 
in particular a computer, a PDA or GSM. 

The second device can be, for example, a USB 
device in particular a smart card or more generally any 
device that can be personalized, for example, a PDA or 
GSM. 

The USB device can he, for example, a Smart Card 
15 comprising three different services: 

- Keys and rights management (APDU command 
transport) as service tSOJ , 

- Document signature as service [si] , 

on r*o, " Data strftam±n 9 application (DRM) as service 

The smart Card can be used in different USB 
hosts non-exhauotively listed hereafter: 

- Corporate Personal Computers running 
Windows XP as environment [El] , 

- Home Personal Computers running Windows X P 
as environment [E2J, 

- GSM (also as USB On-The-Go device) as 
environment [E3] , 

- PDA (as USB On-The-Go device) as 
environment [E4] . 
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« Of the machine, and can aot instoll a nw 
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driver, 

[SO], tSl] and [S2] for [E2J, because the ucer 
is administrator of the machine and can install any 
ser vice available, 

[SO] onl y~fc>2 — — fo^^empry or congung ti on 

economy reasons, 

[SO] only for [E4] , because the host cannot bo 
personalized and only the driver for [SI] is available. 

The services located on the tfSB device are not 
necessarily related to the USB device itself. The 
services can be vendor specific or not* For example, a 
smartcard (USB device) may have a modem service , so that 
the smart card can be seen as a distant terminal through 
a modem connection. 

Figure 6 illustrates another example wherein the 
smartcard (USB device) may also coiqprise a loudspeaker 
service, a microphone service and a decryption service. 
Once the smartcard (USB device) is plugged into a 
co*\puter (USB host) the loudspeaker service will be 
activated by the computer. The computer will first 
consider the smartcard (USB device) as a loudspeaker and 
will send an encrypted music file (1). The loudspeaker 
service will receive the music file and send it (2) to 
the decryption service for decrypting the music file. 
Then the decrypted music file is sent (2) to the 
microphone service so that the computer (USB host) 
believes now (3) that the smartcard (USB device) is a 
microphone wherein someone is speaking. The computer 
will then send the decrypted music file to the real 
loudspeaker (4) . 

limits T ^ hOUld be that thS lnve * tio » * not 

limited to devices communicating using the USB protocol. 
Other protocol like, for exa^i* *• , 

, ' ror example, firewire based 

protocol may be used. 

It should be clear that the invention Is not 
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limited to devices communicating according to a. 
master/ salve protocol. 

In the comparing step, the first list of 
5 services and the second list of services have been used 
to deduce the services to be activated on the USB 
device. More generally any other set of data defining 
the services can be used to deduce the services to be 
activated, it can bo, for example, a set of data 
0 identifying various services and giving the bandwidth 
needed by these services. 
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These and other aspects of the invention 
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described in the following section entitled 

MEMO 



are 



"memo' 



TJie USB protocol allows to connect several devices on the same bus using a system 
of tone sharing based on addressed devices. Since the protocol ? hS a 

Sir" arChitSCtUre ' *■ USB ho * «■ "WW* of thetfmT^ 

USBtscrfptor? ***** ^ SCVCfal ,eVClS ' ~* IeVel bein * "i"-** by a 

25 - the<fevfo? descriptor describes the overall device. It is associate ™~ 

configuration descriptors, associated to one or more 

" d^cTlf T!Z ? eSCribcS °° mc electricaI characteristics of the 

^ ° f ** deV1Ce * Tt is associated to or more interface 

30 ' £L£?!£ describ ** a particular application of the device An 

An interface deport 

i5 " *~ - ^ the 

f«^dlt%^ ^vider. This service*) can 
(composite USB device) (standard us & device), or at the interface level 
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ohase is triggered off with the modification of the voltage level on the line D+ or D- 
mm*£ X J*e USB device speed) due to a pull-up resistor present m the device 
on one of the lines. 

5 The number of drivers loaded depends on the number of different services present 
in the device. For example, if a device is at the same time a scanner and a printer, 
from a USB point of view, it will have to present two interfaces during the 

enumemtkm-phase.-In -that-^ase,4wo driv ers , one a sso ciated to the _sc anner interface, 

and the other one associated to the printer interface, will be loaded after the 

10 enumeration phase. A third driver associated to the device itself can also be loaded 
(composite device driver relative to the Manufacturer and Product ID of the device). 

The endpoints can use one of the four following transfer modes : 

- the control transfer, offering mainly a delivery and data integrity guarantee, 

15 - the interrupt transfer, offering mainly a periodicity and data integrity guarantee. 

- the bulk transfer, offering mainly a data integrity guarantee, and a possibly good 
data rate, 

- the isochronous transfer, offering mainly a bandwidth guarantee. 

20 Two of these four modes require a bandwidth reservation which is accorded or not 
by the USB host after the enumeration phase, depending on the bandwidth already 
reserved by the other devices plugged onto the bus. 
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Autoadaptative USB device : 

Following the scheme described above, some points could be improved with an 
"auto-adaptative" device : 
5 - All the necessary drivers must be installed in the USB host in order to be able to 
run correctly the device. When a driver corresponding to a device interface is 
not found, the USD host asks the user to install this driver from an external 
source (floppy disk, network .,.). If the driver can not be installed as it is the 
Case if the driver is not available, or the host is not configurable (Windows 
10 2000AXP environments when the user is not the administrator of the machine, 
USB-On-The-Go devices), the device is considered as not correctly installed, 

- Even in the case where the drivers are present in the USB host, they are loaded 
as soon as the device is plugged, even if they are not used, 

- Depending on its structure (in term of interfaces, endpoints ...), the device 
15 attachement can be refused by the host, due to a bandwidth lack, 

- It is not possible to add or modify easily a communication interface for a device 
once the dri ver is defined and installed. 



20 
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The idea is to define a device able to change its configuration on a host request. 

To do so, the device should present a default interface when plugged onto a USB 
port. This default interface should be able to manage a "negocitation" between the 
host and the device in order to define the services that should be activated for the 
current session. 

The following diagram shows a possible negotiation phase : see figure 7 

wXgses'sfon 10 ^ *° modif5cation of * c configuration during a 

w^Si!' tf Ae i$ alrcady P Iu ^ cd ' and us er *«* an application 

wich requires a particular service not activated in the device, the default device 
driver needs to negotiate a new configuration for the device : sec figure 8 

de&Sfuffl £* ^fT^J 8 *• USB-1F (USB Impementer Forum) 

defmed n« ' *£ USB Host raust contain drivers foTe 

Sl n S I??, a Devke C, « ss is modified because some new 

aid? t0 8omc f r tionalities to a ^e tithout 

USBhosK ' SO ' W,thout modifvin S the standard drivers of the 
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Example * 

The device is a Smart Card embeding three different services : 
. Keys and rights management (APDU command transport) as service [SI]* 
5 - Document signature as service [S2]> 

- Data streaming application (DRM) as service [S3]. 

This Smart Card can be used in different environmenTno^^^ 

hereafter: , . tIT?11 

1 0 - Corporate Personal Computers running Windows XP as environment [El J, 

- Home Personal Computers running Windows XP as environment PB2], 

- GSM (also as USB On~The-Go device) as environment [E3], 

- PDA (as USB On-The-Go device) as environment [E4]. 

15 For all these platforms, the services that can be accessed arc different : 

- The company, owner of [El]> only installs the drivers for [SI] and [S2], 

- The Smart Card holder, owner of [E2J, installs all the drivers associated to [S 1]. 
[S2] and [S3], 

- The GSM provider, owner of [E3], installs [Si] and [S3], 
20 - The PDA provider, owner of [E4] t installs only [SI]. 

When tbc Smart Card is plugged onto a USB port (on any environment), it presents 
only the interface associated [Si] considered as default interface. 
During the enumeration phase, the USB host loads the driver associated to [SI] 
25 (default of main driver), and the driver starts the negotiation phase- 
Several phases are necessary in the negotiation phase : 

- Actors identification : a USB request allows the Smart Card to indicate what are 
its services, and there state (activated or not), The Smart Card can also indicate 

30 if the negotiation phase has already been performed. This can be done for 
example using a Class or Vendor Specific Descriptor, 

- Service choice : the USB host choses the services that will be available during 
the working session, taking care of the drivers available and of the device 
nature, and informs the Smart Card using a USB request, 

35 - Configuration change ; The USB Host validates the negotiation phase using a 
USB request, and the Smart Card detaches itself by removing the pull-up 
resistor from the D+ or D- line. 



After the negotiation phase, the Smart Card appears as "negotiated 1 ' during the 
40 actors identification phase, what prevents the host to start the service choice phase. 

For the environment described above, the services could be : 

- [SI] and [S2] for [El], because the user is not administrator of the machine, and 
can not install a new driver, 

45 - [SI], [S2] and [S3] for rE2], because the user is administrator of the machine 
and can install any service available, 

- [SI] only for JTB3], for memory or consumption economy reasons. 
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- [SI] only for [E4], because the host can not be personalized and only the driver 
for [SI] is available, 

For (El J f [S3] could be activated only if the DRM application i& started by the user. 
5 In this case, the default driver starts a new service choice phase (disabling [SI] and 
activating [S3]), followed by a configuration change phase. 
After this step, the service active for [E3] is [S3]. 
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Remarks : 



This memo is applicable to any USB device. 

The memo describes a USB device that can be easily personalized with no 
modification of the default driver, 

The memo describes a process allowing to chose the services offered by a UfcB 
device without modifying the device itself. 
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CIAIMS 



1. A method of configuring a system comprising a 
main device and an auxiliary device arranged to co- 
oporate with each other, the main device being arranged 
to handle one or more functionalities, the auxiliary 
device being arranged to effect one or more 
functionalities, characterised in that the method 
comprises an adaptation step, in which the auxiliary 
device is made to hide from the main device at least 
those of its functionalities that the main device cannot 
handle . 



2. The method according to claim 1, 
characterized in that the adaptation step comprises the 
following sub-steps: 

- a notification step, in which the 
auxiliary device notifies the main device a 
set of data identifying the one or more 
functionalities that the auxiliary device 
can effect; 

- a identification step, in which the set of 
data is used to identify the 
functionalities that the auxiliary device 
can effect but that the main device cannot 
handle; and 

- a configuration step, in which the 
auxiliary device is configured to hide from 
the main device at least those of its 
functionalities that the main device cannot 
handle . 



3. The method according to claim 2, wherein the 
adaptation step is followed by an enumeration step, in 
which the auxiliary device presents itself to the main 
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device without the functionalities identified in the 
identification step. 



5 4. The method according to claim 1, wherein the 

adaptation step rs~ cB^rred— o^t— au^omatioal ly whe n 

connecting the auxiliary device to the main device. 

5, The method according to claim 3, wherein a 
10 simulation step is carried out between the adaptation 
step and the enumeration step, in which the 
disconnecting and the reconnecting of the auxiliary 
device is simulated. 

15 The method according to claim 1, 

characterized in that the main device is a USB host and 
in that the auxiliary device is a USB device. 



20 



7 . The method according to claim 1 , 
characterized in that the auxiliary device is a 
smartcard. 
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SUMMARY" 

The invention concema a method of configuring a 
system. The system comprises a main device and an 
auxiliary device. The main device and the auxiliary 
device are arranged to co-operate with each other. The 
main device is arranged to handle one or more 
functionalities. The auxiliary device is arranged to 
effect one or more functionalities. The method is 
characterised in that the method comprises an adaptation 
step, in which the auxiliary device is made to hide from 
the main device at least those of its functionalities 
that the main device cannot handle. 
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